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SiteTracker
SiteTracker

Apache 1.2

Apache 1.2.6

1

2 "mod sane.c”  Apache 1.2.6

"/apache 1.2.6/src/"
3 Configuration
"/apache 1.2.6/src/Configuration” Configuration

Configuration.tmpl
Configuration
4  Configuration

Module config log_module mod_log_config.o

Module sane_module mod sane.o

#Module usertrack module mod_usertrack.o
g g
Configuration
5 Configuration httpd.conf
"/apache 1.2.6/conf/httpd.conf"

"LogFormat" "TransferLog"

LogFormat TransferLog
TransferLog logs/access log
LogFormat "%h %I %u %t ¥ "%r¥ "% s %b ¥ "%{Referer}i¥ "¥ "W{User- Agent}i¥ "
¥ "p{SaneCookieln¥ "% {SaneStop}n %T"
LogFormat
httpd.conf
6 Apache 1.2.6 httpd

mod_usertrack
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Apache 1.2.6
7 Apache 1.2.6 WebServer
SaneCookieExp
SaneCookieDom
SaneCookieExp
5
SaneCookieExp 60
60 5 Apache

1.2.6 60

2

2000 1998 7

2000 37" 2000 "3
1900
SaneCookieDom
<www.sane.com> <info.sane.com>
SaneCookieDom .sane.com
<www.sane.com> <info.sane.com>
Il-ll 2

".com” “.org"

<www.sane.com>
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‘ <_foo.com>
httpd.conf apache_1.2.6/conf/httpd.conf
"LogFormat™
Apachel.2.6
Apache 1.3
APACI Apache 1.3.0
1.
2.configure "'~ - add- module=/path/to/mod_sane.c”
/path/to/
/configure - - prefix=/path/to/apache - - add- module=/tmp/mod_sane.c
3. Apache
make
make install
4. Configuration httpd.conf

"/path/to/apache/conf/httpd.conf"
""/path/to/apache/conf/httpd.conf"”
5."LogFormat" "CustomLog"
LogFormat CustomLog
LogFormat "%h %I %u %t ¥ "%r¥ "%>s %b ¥ "%{Referer}i¥ "¥ "W{User- Agent}i¥ "
¥ "%{SaneCookie}n¥ "%<{SaneStopin %T"sane

CustomLog logs/access_log sane

LogFormat
CustomLog "sane"
httpd.conf
6.Apache 1.3 httpd
Apache 1.3
7. Apache 1.3.0
src/Configuration Apache 1.3
1.
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2. "mod sane.c”  Apache 1.3
"/apache_1.3/src/modules/extra”
3. Configuration
"/apache_1.3/src/Configuration” Configuration
Configuration.tmpl
Configuration
4.Configuration

AddModule modules/standard/mod_log_config.o

AddModule modules/extra/mod_sane.o

AddModule modules/standard/mod_usertrack.o

AddModule modules/standard/mod_log_agent.o

AddModule modules/standard/mod_log_referer.o

g g
mod_usertrack mod_log referer mod_log agent

Configuration
5. Configuration httpd.conf

""/apache_1.3/conf/httpd.conf"
6."LogFormat™" "CustomLog"
LogFormat CustomLog
LogFormat "%h %I %u %t ¥ "%r¥ "%>s %b ¥ "%{Referer}i¥ "¥ "%{User- Agent}i¥ "
¥ "ip{SaneCookie}n¥ "%<{SaneStop}n %T"sane

CustomLog logs/access log sane

LogFormat
CustomLog "sane" httpd.conf
7.Apache 1.3 httpd
Apache 1.3
8. Apache 1.3
SaneCookieExp
SaneCookieDom
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SaneCookieExp

5
SaneCookieExp 60
60 5 Apache

1.3.0 60

2

2000 1998 7
2000 "3 2000 "3
1900

SaneCookieDom

<www.sane.com> <info.sane.com>

SaneCookieDom .sane.com

<www.sane.com> <info.sane.com>

Il-ll 2
".com” “.org"
<www.sane.com>

<.foo.com>

httpd.conf apache_1.3.0/conf/httpd.conf

"LogFormat™

Apachel.3.0
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Netscape Enterprise,FastTrack iPlanet Web Servers Windows NT 2000

Netscape Server
1 "sanefilt.dll"  Netscape nsapi
"¥ Netscape¥ SuiteSpot¥ nsapi"
2 obj.conf
"¥ Netscape¥ SuiteSpot¥ https-ServerName¥ config¥ obj.conf"
3 obj.conf "Init"

Init fn=flex- init

Init fn=flex- init access="C./Netscape/SuiteSpot/https- ServerName/logs/access"
format.access="%Ses- >client.ip%- %Req- >vars.auth- user% %SYSDATE%

¥ "0hReq- >regpb.clf- request’t¥ "%Req- >srvhdrs.clf- status%%Req-
>srvhdrs.content- length%¥ "%Req- >headers.referer%¥ "¥ "%Reg-

>headers.user- agent%¥ "¥ "%Req- >vars.SaneCookie%¥ "%Req-

>vars.SaneStop%%Req- >vars.SaneTime%"

Init
Init fn=load- modules shlib=C:/Netscape/SuiteSpot/nsapi/sanefilt.dll
funcs="SaneTime,CheckForStop,CheckForCookie"

"shlib=" sanefilt.dll
4 obj.conf "PathCheck" 2

PathCheck fn=SaneTime
PathCheck fn=CheckForCookie

5 obj.conf "AddLog"
AddLog fn=CheckForStop
AddLog fn=flex- log name="access"

obj.conf
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6 Netscape
access
"¥ Netscape¥ SuiteSpot¥ https-ServerName¥ logs¥ access"
7 IlAppIyll
SaneCookieExp
SaneCookieDom
obj.conf
PathCheck fn=CheckForCookie
PathCheck fn=CheckForCookie [ 1=[ 1I 1= 1
SaneCookieExp
5
SaneCookieExp=60
60 5 Netscape
60
2
2000 1998 7
2000 "3 2000 "3
1900

SaneCookieDom

<www.sane.com> <info.sane.com>

SaneCookieDom=.sane.com

<www.sane.com> <info.sane.com>
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o 2

.com .org
<Www.sane.com>

<.foo.com>

obj.conf ¥ Netscape¥SuiteSpot¥ https-
ServerName¥ config¥ obj.conf
PathCheck
PathCheck fn=CheckForCookie SaneCookieExp=120 SaneCookieDom=.foo.com

NetscapeServer

Netscape Enterprise FastTrack iPlanet Web Servers UNIX

Netscape Server
1 "sanefilt.so"  Netscape nsapi
"/NetscapeServer/nsapi/"
2 obj.conf
"/NetscapeServer/https- ServerName/config/obj.conf"
3 obj.conf "Init"
Init fn=flex- init
Init fn=flex- init access=" usrdir /NetscapeServer/https- ServerName/logs/access"
format.access="%Ses- >client.ip%- %Reqg- >vars.auth- user% %SYSDATE%
¥ "%Req- >reqpb.clf- requestlt¥ "%Reqg- >srvhdrs.clf- status%%Reg-
>srvhdrs.content- length%¥ "%Req- >headers.referer%¥ "¥ "%Reg-
>headers.user- agent%¥ "¥ "%Req- >vars.SaneCookie%¥ "%Reg-

>vars.SaneStop%%Req- >vars.SaneTime%"

Init
Init fn=load- modules shlib= usrdir /NetscapeServer/nsapi/sanefilt.so

funcs="SaneTime,CheckForStop,CheckForCookie"
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"shlib=" sanefilt.so
usrdir
4 obj.conf "PathCheck" 2

PathCheck fn=SaneTime
PathCheck fn=CheckForCookie

5 obj.conf "AddLog"
AddLog fn=CheckForStop
AddLog fn=flex- log name="access"

obj.conf

6 Netscape
access
"/NetscapeServer/https-ServerName/logs/access"
7 IlAppIyll
SaneCookieExp
SaneCookieDom
obj.conf
PathCheck fn=CheckForCookie
PathCheck fn=CheckForCookie [ 1=[ 1I 1= 1
SaneCookieExp
5
SaneCookieExp=60
60 5 Netscape
60
2
2000 1998 7
2000 "3 2000 "3
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‘ 1900

SaneCookieDom

<www.sane.com> <info.sane.com>

SaneCookieDom=.sane.com

<www.sane.com> <info.sane.com>

".org"
<WwWw.Ssane.com>

<.foo.com>

" com"”

obj.conf /NetscapeServer/https-
ServerName/config/obj.conf
PathCheck
PathCheck fn=CheckForCookie SaneCookieExp=120 SaneCookieDom=.foo.com

Netscape Server

Microsoft 1IS Internet Information Server 2.0 3.0

Microsoft IIS

Expiration

10
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5
Expiration "60" 60 5
IS 3.0 60
2
2000 1998 7
2000 "3 2000 "3
1900
Domain Suffix
<www.sane.com> <info.sane.com> Domain
Suffix ".sane.com"
<Www.sane.com> <info.sane.com>
v 2
*.com" “.org"
<Www_sane.com>
<._foo.com>

Reverse DNS

DNS
IP DNS

Microsoft 1IS Internet Information Server 4.0 5.0

1S 4.0 SiteTracker ISAPI
DLL

11
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1 Microsoft 1S
2
3 WWW
4
5 W3C Extended
6 ISAPI
7
8 SiteTracker
9 sanefilter4.dll DLL Windows System32
( C:¥ WINNT¥ SYSTEM32)
10.0K
11.
12. World Wide Web Publishing
Expiration
5
Expiration "60" 60 5
1S 4.0 60
2
2000 1998 7
2000 "3 2000 "3
1900
Domain Suffix
<www.sane.com> <info.sane.com> Domain
Suffix ".sane.com"
<www.sane.com> <info.sane.com>

12
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.org

<.foo.com>

<Www.sane.com>

-com

Reverse DNS

DNS

13

DNS




